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ExchangeGuy Consulting

A Email Systems for 20+ Years

Exchange, GroupWise, cc:Mail, Notes, MSMail, PROFS, SNADS, Banyan, All-In-1 &€ .

@Motorola
A Project: Integrate 50K Users, 17 Systems, X.400

@Microsoft
A During Exchange Development and Early Releases

@Various Dot Com Consulting Companies

-3 A ExchangeGuy Consulting Services

Architecture, Migration/Upgrades, Validation, Guidance
ISV Advisor, Strategy, Testing, Whitepapers, Reviews
Frequent Conference/Seminar Speaker

Microsoft Certified Trainer MCT, MCSE

Microsoft MVP for Exchange
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User Groups

A NAISG.org New England
I Thanks to Jack, Brad, and Our Sponsors

A ExchangeServerBoston.com
I Meets Quarterly with WindowsBoston
I February, May, October, 4th Special Event
I First Wednesday, 6:30 PM, Microsoft Waltham

A WindowsBoston.com
I Meets Monthly, First Wednesday

A BostonUserGroups.com
I Revived Umbrella Organization

I 50+ User Groups in New England
A 27 Have Responded to Various Pings
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ExchangeServerBoston

A Largest Exchange User Group
I Almost 1000 Subscribed

A TechTips@ExchangeServerBoston.com,
I Almost 500 subscribed

A Members in New England,
across the US, and around the World

A Now Meets Quarterly
I with WindowsBoston User Group




Upcoming Events

A ExchangeServerBoston and WindowsBoston
Combined User Group Meeting

i Wednesday October 3
I SharePoint for Exchange Administrators
I Scott Jamison, Microsoft
I Lee Benjamin, ExchangeGuy
A ForeFront Boston Launch
i Thursday October 4t
A Unified Communications Launch
i October 16" San Francisco
A TechTarget Information Security Decisions Conference
I November 5-6, Chicago
I Exchange 2007 Security (ExchangeGuy)
A Secure Messaging for E-mail, Web and Mobile Devices

I SearchSecurity.com and SearchExchange.com

i December 20Q7 Boston, Chicago, Los Angeles, ExchangeGuy
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Exchange 2003 Archltectuqe
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Exchange 2003 Network

} Internet Perimeter  Your network

DMZ
< AD DC/GC
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IPSec

X » SSL Exchange

_or - : No TLS
. VPN Exchange Routing GroupsI (SSL)

2003
Front-End
(SMTP, OWA, OMA,
EAS RPC/HTTP)
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SPAM and IMF

A Exchange Intelligent & 2l

Message Fllterlng General I Defaultz I Sender Filkering | Connection Filkering |

Recipient Filtering | Dretails Intelligent Mezzage Filkering

A I nCI Uded |n EXChange 2003 S P2 Configure spam confidence level [SCL) threzholds. Selecting a lower

number for the SCL rating blocks more meszages that could be unzolicited

A BaS|C Solutlon W|th ;Ez}mzr;ial e-mail [LUCE]. but it also increaszes the likelihood of falze
minimal control
i 3rd party Add-ons
(See Slipstick.com)
i More granular E I;guc; Te: with an SCLrating greater thanor - 77 |
T Archive viewers
i Products using SCL When blocking essages T
(Spam Confidence Level)  Store Jurk E-mai Configuation | P2<t® |

Mo Action
A Deploy On The Perimeter

— @ateway Blocking Configuration

Set the threzhold for blocking UCE on gateway zervers.

Set the threshald for maving LICE to a user's| FBeject

Move mezsages with an SCL rating greater than ar
equal ta: |5 j"

(] 4 I Cancel | Apply | Help |
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Exchange and Antivirus

A
A
A

A
A

Must have
Most Exchange shops use top 4-6 vendors

On your Exchange Servers
I Note: Different version for file servers
I Do NOT scan Exchange directories with file antivirus

Also antivirus on perimeter
External filtering providers

I Microsoft (FrontBridge), Postini, MessagelL abs
Microsoft purchased Sybari
I Multiple AV Scan Engines (8), anti-spam add-on
i Antigen for Exchange 2003 (also SharePoint, LCS IM)
i F.g_ff’ﬁr?“t for Exchange 2007 (also SharePoint and OCS)
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Block External Sending to DL's

A Prevent unauthorized

A 2]
sending to distribution liStS & T wba= et
Aliaz
IﬁII_Em lovees
(ok, Groups) |
All Employees
A Old Way- _Mrissriiﬁj:;e £ b amimu [KE] ||—
Add the DL to the DL e
[~ From aul thenticated uzers only
A New way- e
F ' From exeryone except
Authenticated users e
I

-~ check box
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Opening Ports: MAPI (RPC) = Bad

pen Port ¢35

Exchange
‘3\_\‘ Qnen Port 135
A - Q
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Opening Ports: RPC Over HTTPs

Q @
Open Port 443
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Front-End/Back-End Dependant
Attachment Blocking

A The probl emé

A Can already turn off attachments in OWA
I Using HTTPS, the messages are encrypted
I But you still download attachments

A Can apply to front-end server only
I Internet OWA users get no access to attachments
I Internal users connecting directly to back-end can use OWA with attachments
A Back-end server is really a front-end server too!
http://support.microsoft.com/default.aspx?scid=kb;en-us;830827
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http://support.microsoft.com/default.aspx?scid=kb;en-us;830827
http://support.microsoft.com/default.aspx?scid=kb;en-us;830827
http://support.microsoft.com/default.aspx?scid=kb;en-us;830827

Beacon Blocking

A Spammer wants to know what?
i That you are alive

A Spammer sends HTML message with image
A Image not included
I Instead, a link back to spammer server

I Link includes path to image
i And Unique ID tied to your email address

A Request the image and spammer got you

A Outlook 2003 and Outlook Web Access 2003
Protect Against This (Outlook Express Too)

nTo help protect your privacy,
automati c downl oad of some pict




Intellectual Property Goes Mobile

A Mobile devices left in taxis
and airport security lines

A Misplaced data cards
I CF, SD, miniSD, etc., USB thumb drives too
I My favorite: card ejection system

A Phones that dial themselves

I Friend of mine, sporting event with client,
on my voicemail, called him the next day!

A Cost of new phone $599, Tickets to the game $60
AGiving away client confidenti al



Mobile Services Properties - MObI Ie secu rlty N
General IDetailsl Exchange 2003
u@ Mobile Services SerVICe PaCk 2

— Exchange ActiveSync

[V Enable user initiated synchronization

[V Enable up-to-date notifications via SMTP and Text Messaging
2 Device Security Settings

[V Enable notifications to user specified SMTP addresses 4 J

[V Enable Direct Push over HTTP(s)

v Enforce password on device:

IV Minimum password length (characters):

i Device Security. ..

IV Require both numbers and letters

— Dutlook Mobile Access V' Inactivity time {minutes):
[~ Enable Dutlook Mobile ccess [V wipe device after Failed (attempts):
" Enzble ursupported devices [V Refresh settings on the device (hours): 24

IV allow access ko devices that do not Fully support password
settings

Specify an exception list of users that are :
exempt from the setting enforcement Exceptions...

Cancel | Spply Cancel | Help




Mobile Devices

A Manage Security from Within IS

i 1IS Virtual Directory like Outlook Web Access

I Can apply SSL in IIS and on mobile device FTJ Internet Information Services
(=158 TRILL {local computer)
- .ﬂ.pplicatinn Pools
A Server ActiveSync (EAS) &=
=] J[Z] :|IJ Web Sike

Synchronize PocketPC and SmartPhones
I Over the Internet or cellular network, also WiFi
i Directly to the Exchange Server
i Sync to Pocket Outlook
A Pocket Inbox, Calendar, Contacts, Tasks, Notes

i Licensed by multiple vendors
A Newest Apple, Rumor Sony Ericson

Outlook Mobile Access (OMA)

A Plaln HTTP no icons, no frames, no attachments
}' Ceflp "o 1es:and e )wser (enable unsupported devices)
7 :‘ i G N on exists
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[+ g Exchiweb

| aspnet_client
EEI--Q Wirtual Server

----- __J Web Service Extensions




Exchange Best Practices
Analyzer and Security

! A GREAT tool to analyze N
’ Your Exchange environment! =

A Security |Itemsé P
I Recent changes a
I Global message size limits set ‘
I UCE (spam) thresholds
l \» I Latest service pack and patches

A Not replacement for
Microsoft Baseline Security Analyzer (MBSA)

I DNS, Kerberos configuration

T T C PYOEESEPSSEERERENT S | protocol s, suppr e
(Archive) settings

Antivirus installed, recent signatures, Symantec, McAfee, Sybari
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Messaging Protection Exchange 200s

(Infrastructure and Topology)
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6 gateway Servers foJ;
Incoming e-malil

Hub servers did
antivirus checking

Gateway servers filtered
e-mail but not fer virtises

Antigen for Exchange
used as antivirus selution

Dublin and Singapore
sites have outgoing
gateway Senvers
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