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ExchangeGuy Consulting
ÅEmail Systems for 20+ Years

ï Exchange, GroupWise, cc:Mail, Notes, MSMail, PROFS, SNADS, Banyan, All-In-1é. 

ï@Motorola
ÅProject: Integrate 50K Users, 17 Systems, X.400

ï@Microsoft 
ÅDuring Exchange Development and Early Releases

ï@Various Dot Com Consulting Companies

ÅExchangeGuy Consulting Services
ï Architecture, Migration/Upgrades, Validation, Guidance

ï ISV Advisor, Strategy, Testing, Whitepapers, Reviews

ï Frequent Conference/Seminar Speaker

ï Microsoft Certified Trainer MCT, MCSE

ï Microsoft MVP for Exchange

ÅVery Involved with User Groupsé



User Groups
ÅNAISG.org New England
ïThanks to Jack, Brad, and Our Sponsors

ÅExchangeServerBoston.com
ïMeets Quarterly with WindowsBoston

ïFebruary, May, October, 4th Special Event

ïFirst Wednesday, 6:30 PM, Microsoft Waltham

ÅWindowsBoston.com
ïMeets Monthly, First Wednesday

ÅBostonUserGroups.com
ïRevived Umbrella Organization

ï50+ User Groups in New England
Å27 Have Responded to Various Pings



ExchangeServerBoston

ÅLargest Exchange User Group

ïAlmost 1000 Subscribed

ÅTechTips@ExchangeServerBoston.com,

ïAlmost 500 subscribed

ÅMembers in New England, 

across the US, and around the World

ÅNow Meets Quarterly

ïwith WindowsBoston User Group



Upcoming Events
ÅExchangeServerBoston and WindowsBoston 

Combined User Group Meeting
ïWednesday October 3rd

ïSharePoint for Exchange Administrators

ïScott Jamison, Microsoft

ïLee Benjamin, ExchangeGuy

ÅForeFront Boston Launch
ïThursday October 4th

ÅUnified Communications Launch
ïOctober 16th San Francisco

ÅTechTarget Information Security Decisions Conference
ïNovember 5-6, Chicago

ïExchange 2007 Security (ExchangeGuy)

ÅSecure Messaging for E-mail, Web and Mobile Devices 
ï SearchSecurity.com and SearchExchange.com

ï December 2007, Boston, Chicago, Los Angeles, ExchangeGuy



Exchange 2003 Architecture 

Review and Security Tips
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SPAM and IMF
Å Exchange Intelligent 

Message Filtering

Å Included in Exchange 2003 SP2

Å Basic solution with 

minimal control

ï 3rd party Add-ons

(See Slipstick.com)

ï More granular

ï Archive viewers

ï Products using SCL 

(Spam Confidence Level)

Å Deploy On The Perimeter



Exchange and Antivirus
Å Must have

Å Most Exchange shops use top 4-6 vendors

Å On your Exchange Servers

ï Note: Different version for file servers

ï Do NOT scan Exchange directories with file antivirus

Å Also antivirus on perimeter

Å External filtering providers
ï Microsoft (FrontBridge), Postini, MessageLabs

Å Microsoft purchased Sybari

ï Multiple AV Scan Engines (8), anti-spam add-on

ï Antigen for Exchange 2003 (also SharePoint, LCS IM)

ï ForeFront for Exchange 2007 (also SharePoint and OCS)



Block External Sending to DL's

ÅPrevent unauthorized 

sending to distribution lists 

(ok, Groups)

ÅOld way-

Add the DL to the DL

ÅNew way-

Authenticated users 

check box



Opening Ports: MAPI (RPC) = Bad
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Opening Ports: RPC Over HTTPs
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Front-End/Back-End Dependant 

Attachment Blocking

Å The problemé

Å Can already turn off attachments in OWA

ï Using HTTPS, the messages are encrypted

ï But you still download attachments

Å Can apply to front-end server only

ï Internet OWA users get no access to attachments

ï Internal users connecting directly to back-end can use OWA with attachments

ÅBack-end server is really a front-end server too!

Å http://support.microsoft.com/default.aspx?scid=kb;en-us;830827

http://support.microsoft.com/default.aspx?scid=kb;en-us;830827
http://support.microsoft.com/default.aspx?scid=kb;en-us;830827
http://support.microsoft.com/default.aspx?scid=kb;en-us;830827


Beacon Blocking
Å Spammer wants to know what?

ï That you are alive

Å Spammer sends HTML message with image

Å Image not included

ï Instead, a link back to spammer server

ï Link includes path to image

ï And Unique ID tied to your email address

Å Request the image and spammer got you

Å Outlook 2003 and Outlook Web Access 2003 

Protect Against This (Outlook Express Too)

ñTo help protect your privacy, Outlook prevented 

automatic download of some pictures in this message.ò

Å Phishing protection also (URL does not match)



Intellectual Property Goes Mobile

ÅMobile devices left in taxis 

and airport security lines

ÅMisplaced data cards

ïCF, SD, miniSD, etc., USB thumb drives too

ïMy favorite: card ejection system

ÅPhones that dial themselves

ïFriend of mine, sporting event with client, 

on my voicemail, called him the next day!

ÅCost of new phone $599, Tickets to the game $60

ÅGiving away client confidential informationé Priceless!!



Mobile security in 

Exchange 2003

Service Pack 2



Mobile Devices

ÅManage Security from Within IIS
ï IIS Virtual Directory like Outlook Web Access

ï Can apply SSL in IIS and on mobile device

ÅServer ActiveSync (EAS)
ï Synchronize PocketPC and SmartPhones

ï Over the Internet or cellular network, also WiFi

ï Directly to the Exchange Server

ï Sync to Pocket Outlook

Å Pocket Inbox, Calendar, Contacts, Tasks, Notes

ï Licensed by multiple vendors
Å Newest Apple, Rumor Sony Ericson

ÅOutlook Mobile Access (OMA)
ï Plain HTTP, no icons, no frames, no attachments

ï Cell phones and any browser (enable unsupported devices)

ï Gone for 2007, MVP solution exists



Exchange Best Practices 

Analyzer and Security
Å GREAT tool to analyze 

Your Exchange environment!

Å Security Itemsé

ï Recent changes

ï Global message size limits set

ï UCE (spam) thresholds

ï Latest service pack and patches

ÅNot replacement for 

Microsoft Baseline Security Analyzer (MBSA)

ï DNS, Kerberos configuration

ï TCP/IP ports, protocols, suppress OOF to DLôs, Exchange Journal 

(Archive) settings

ï Antivirus installed, recent signatures, Symantec, McAfee, Sybari

ï Hot fixes (Windows and Exchange)

Å Exchange 2007 Readiness Check



Messaging Protection Exchange 2003 

(Infrastructure and Topology)

ǒ 6 gateway servers for 
incoming e-mail

ǒ Hub servers did      
antivirus checking

ǒ Gateway servers filtered 
e-mail but not for viruses

ǒ Antigen for Exchange 
used as antivirus solution

ǒ Dublin and Singapore 
sites have outgoing 
gateway servers


