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“I'm never having kids. | hear they take
nine months to download.”



Application Security Maturity Model
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AVersion Control

ASource Code Scanning Tools

ADefect Management

ATest Automation
§ A AWeb Security Vulnerability Scanning
S Vi \  AApplication-layer Security Mitigations, e.g., Web Application Firewall
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% ASecure SDLC Activities for Development Teams
= AStaff Training (technical & awareness)

Al nternal fiRed Teamso
K A3rd Party Security Reviews (at code and as-built layers)
K AApplication Security audit procedures for ALL application types
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Application Security Maturity Model
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Is Software Security REALLY a Problem?

© Cartoonbank.com
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“You know, you can do this just as eastly online.”
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A proliferation of security failures
TJX Corporation Fidelity National Number of vulnerabilities cat
95 Mil |l i on CC&5Mllionrecords 8000
Ameritrade Georgia Dept. of Health 6000

6.3 Million records 2.9 Million medical recorc

Chicago Board of Elections
1.3 Million voters

Monster.com

1.6 Million records

This includes only the breache007 in

154900

2000

——

2000 2001 2002 2003 92004 2005 2006

Statistics from CERT

USAthat lost more than 1 Million records!

http://lwww.cert.org/stats/fullstats.html




Additional Business Drivers

S

What does Management Care about?
<<Second Verse Same as the First>>

= Make Money

I Secure Software protects critical data
I Poor Reputation == Less Sales

= Save Money

I Secure Software Cheaper to Maiht&in

I Avoid Fines and Impact to Business, e.g., PCl compliance
I Fewer Vulnerablilities means Fewer Patches

= Stay Out of Jall

I Resistant Software Means Less Theft
I Less Theft == Less Litigation

1 Pescatore John, fARequire Vulnerability Testingmuml¥1NNWArmNro
%MSteve McConnell, fAiCode Completedo 2nd editi
- 3

Boehm, et al, COCOMO II, Center for Software Engineering THE APPLICATION SECURITY COMPANY



@ Where is it Costly to Address Security?

Total Per-Incident Cost
$4.8 million
$162/record

Direct Incremental Costs

$1.4million
354/record
Customer
Opportunity Costs
$2.6 million
336 /record
Indirect Productivity Costs
$0.8 million
$/record
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The Application Quality Stack

l cation security is ©h-eGathafne. ni t i

The Application Quality Stack

security + reliability

security
business impact

| —— « $855 very costly
= reputation

5 « stock price
bility « tough to find and debug
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solution

= outsource to expert

« build internal expertise
= spend lots more time

low
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@ The List (in no particular order)

-

A Overrelying on Network Defenses
A Believinghe Hype of Technology/Tools
AMakingToMany OPeopled Assumpt i c

A Failing to IntegratéppSeavith Info Risk Management (IRM)

and Governance Models
A AssumingSecure Software is Costly

A Fallingi nt oRetehcg Trap
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ASM nNnBest PirSamnples c e s

Tools & Technology

Implement Version Control and Change Management

Utilize Source Code and Web Scanning Tools (when appropriate!)
Adopt Defect Management System (and defect classification process)
Test Automation

Applicatiodayer Security Mitigations, e.g., Web Application Firewall

People & Process

Secure SDLC Activities for Development Teams (all members; in phases)
Staff Training (awareness first, followed by technical)

| nternal ORed Teamsbd

34 Party Security Reviews (at code andual$ layers)

Application Security audit procedures for ALL application types
Integration with IRM, Compliance, and Governance initiatives
RelatingAppSedo Regulatory Requirements

Sy SECURITYINNOVATION
%ﬁ\ THE APPLICATION SECURITY COMPANY



Other ways to Avoid the Pitfalls

SelfAssessment (quick, inexpensive)

I Incorporate Application Security into Risk Management
I Integrate Security into Each Phase of S/W Develdpfeewtle

Believethe <application> Security Hype

Askthe hard questions
i Of Your Vendors
I Of Yourself
i € Ask ME for a | i st

Plan, Plan, Plan!
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European Headquarters: Amsterdam

Security Innovation BV
ITO Building
Gustawahlerplei®b4
1082 MA Amsterdam
The Netherlands

Ph: +31(0) 20 301 9150
amsterdam@securityinnovation.com
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US Headquarters: Boston

Security Innovation, Inc.
187 Ballardvale Street
Suite A170

Wilmington, MA 01887
U.S.A.

Ph: +1978 694 1008
sales@securityinnovation.com
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About Security Innovation (Sl)

Leading Application Security Solutions Firm, that delivers

Professional ServiceRiEk Assessment and Risk Mitigation)
Professional Education
. Tools& Guidance

I To...

Enterprise IT organizations
Enterprise Software Development organizations
. Technology Vendors

I So Organizations can.. / \
/ ‘
. Understand the security vulnerabilities in their software system \'

|4
|
/

Incorporate securigndmanage riskhroughout thé\pplication \\Tgs D/
Development and Management lifecycle. ——

Security Innovation has offices in Amsterdam, Boston,
- and Seattle, amadelyadopted security testing
i\ v methodologies and education courses SECURITYINNOVATION

THE APPLICATION SECURITY COMPANY



Security Innovation Credentials and Expertise

Books we have written:

Al nformation Security Management: S Gui deo, Wi
iHow to Break Web Software, 0 Add|soB[ea|(30ﬂware 20086
ASoftware Vulnerability Guide, 0 Cha -—-'m,z
AiHow to Break Software Security, o AO0IOIIONOLE@I0NH o ¢
iHow to Break Software, 0 Addi son We ZBmkm
James A. WRRlAber
Conferences we speak at (sample):
RSA Conferenceil nBest of Conferenceo s B
Gartner IT Security Summit i two Analyst presentations ) ) G ety
80+ presentations/keynotes at RSA, Gartner, TechEd STAR,, EuroSTAR e {?ﬁ*ﬁ;‘ﬂﬂ"{fﬁﬁw
GUIDE

Corporate Symposium Keynotes

- Fidelity Informatlon Security Summit

- McAfee World-Wi de Manager 0s
- Mass Mutual Securlty Symposium

- AT&T Cyber Security Summit _

- Nationwide Insurance Testing Symposium

Meeting

Publications/Media (sample):

Columnist for C/O Update, Blogs on CSO Magazinenebsite

How to

Break Web
Software

60+ interviews with Wall Street Journal, ABC News, Business Week, Forbes, Fox News, CNN,
Network World, Radio Netherlands, Washington Post, German National Television,CSO Magazine

50+ articles for /nformationWeek, ComputerWorld, CNET, C/O Update Better Software,

Editors of IEEE Security and Privacy Magazine, Better Software Magazine

®»

Mae Aamswn
Ammma b WAt b

et cé.
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Application Security Solutions from Sl

Rlsk Assessment

Deep Penetration Testing
Design and Code Review
Process Assessment

Risk Mitigation
i Process and Policy Improvement
i PCIl Readiness
i Tools and Technology

Recurring Security Assessment  Recommendation/Adoption Guidan

Competitive Analysis

I Threat Modeling

PCI Audits and Scans
Holodeck Software Product

Education

Secure Code Development
Security Testing Techniques
Security Awareness

How to Break Web Software
eLearning Software Product

%ﬂ\ Consulting Service

i  TeamMentor Software Product
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where information lives*

80%+ are repeat customers

The Value of Trust™ SECURITY"
62% are either Fortune 500 or Fortune Global 500
30% are Fortune 100 : 3 are Fortune 10
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Product: TeamMentor

-

Standards for Secure Development

I Guides companies on how to
develop secure applications

I Documents process for regulatory
compliance

Key Components
I Security Encyclopedia
AJust 1 n timeo ref
I Attack Libraries and Examples
I Content Authoring & Commenting
Add corporate rules, policies, etc.
License Options

I Site -wide license, which includes
engine, content for Java & Web,
authoring tool, and support

I Subscription license (per user per
month charge)

See online demo videos
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http://www.securityinnovation.com/products/team-mentor/tour.shtml

