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Agenda

 Introduction to the Application Security Maturity 
(ASM) Model

 Three Case Studies

 Business drivers for application security

 Mistakes organizations make that stall their efforts

 Best practices for moving along the ASM curve



It’s All About Awareness…
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• Version Control

• Source Code Scanning Tools

• Defect Management

• Test Automation

• Web Security Vulnerability Scanning

• Application-layer Security Mitigations, e.g., Web Application Firewall

• Secure SDLC Activities for Development Teams

• Staff Training (technical & awareness)

• Internal “Red Teams”

• 3rd Party Security Reviews (at code and as-built layers)

• Application Security audit procedures for ALL application types

• Integration with IRM, Compliance, and Governance initiatives
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Pit of Despair Security as Core Business ProcessPanic Scramble

Large Tech Vendor („07)
•Integrated tools @ each SDLC phase

•3rd party and internal review process

•Extensive staff training (high & low)

Large e-Merchant (‟04, „05, „07)
•No process early; thought tools panacea

•Built audit procedures and sought training

•Now specializing toolkit and integrations

Large EU Bank
• So immature we need negative axes!
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Is Software Security REALLY a Problem?



What’s the Fuss about Application Security?

 “Over 70 percent of security vulnerabilities exist at the application layer, 
not the network layer” – Gartner

 “64 percent of developers are not confident in their ability to write secure 
applications” - Microsoft Developer Research

 “70% of companies today are NOT applying secure application development 
techniques in their software development practices.” – Aberdeen Group, May 2007 

Statistics from CERT

http://www.cert.org/stats/fullstats.html

Number of vulnerabilities cataloged
A proliferation of security failures 

TJX Corporation

95 Million CC#‟s

Ameritrade

6.3 Million records

Monster.com

1.6 Million records

This includes only the breaches in 2007 in 

USA that lost more than 1 Million records!

Fidelity National

8.5 Million records

Georgia Dept. of Health

2.9 Million medical records

Chicago Board of Elections

1.3 Million voters



Additional Business Drivers

 What does Management Care about?  
<<Second Verse Same as the First>>

Make Money

– Secure Software protects critical data

– Poor Reputation == Less Sales

Save Money

– Secure Software Cheaper to Maintain1,2,3

– Avoid Fines and Impact to Business, e.g., PCI compliance

– Fewer Vulnerabilities means Fewer Patches

Stay Out of Jail

– Resistant Software Means Less Theft

– Less Theft == Less Litigation

Pescatore, John, “Require Vulnerability Testing During Software Development”, Gartner Research

Steve McConnell, “Code Complete” 2nd edition

Boehm, et al, COCOMO II, Center for Software Engineering

1

2

3



Where is it Costly to Address Security?

Source: Ponemon Study, 2007



The Application Quality Stack

ñApplication security is the definitive quality assurance issue”     -- Gartner, Inc.
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The List (in no particular order)

• Over-relying on Network Defenses

• Believing the Hype of Technology/Tools

• Making Too Many “People” Assumptions

• Failing to Integrate AppSec with Info Risk Management (IRM) 

and Governance Models

• Assuming Secure Software is Costly

• Falling into the “Recency ” Trap
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ASM “Best Practices” – Samples

 Tools & Technology

– Implement Version Control and Change Management

– Utilize Source Code and Web Scanning Tools (when appropriate!)

– Adopt Defect Management System (and defect classification process)

– Test Automation

– Application-layer Security Mitigations, e.g., Web Application Firewall

 People & Process

– Secure SDLC Activities for Development Teams (all members; in phases)

– Staff Training (awareness first, followed by technical)

– Internal “Red Teams” 

– 3rd Party Security Reviews (at code and as-built layers)

– Application Security audit procedures for ALL application types

– Integration with IRM, Compliance, and Governance initiatives

– Relating AppSec to Regulatory Requirements



Other ways to Avoid the Pitfalls

 Self-Assessment (quick, inexpensive)

– Incorporate Application Security into Risk Management

– Integrate Security into Each Phase of S/W Development Lifecycle

 Believe the <application> Security Hype

 Ask the hard questions

– Of Your Vendors

– Of Yourself

– … Ask ME for a list of “tough questions” 

 Plan, Plan, Plan!

http://images.google.com/imgres?imgurl=http://www.sbe.wa.gov/images/keygrad.gif&imgrefurl=http://www.sbe.wa.gov/gradreq/default.htm&h=257&w=171&sz=28&hl=en&sig2=FxZnmdDb_fzOnac6H4WhqQ&start=2&tbnid=IhzRyL_kGmFVUM:&tbnh=112&tbnw=75&ei=viIbRdvwM7vSaK7MoMIN&prev=/images?q=question+scroll&svnum=10&hl=en&lr=&rls=GGLD,GGLD:2005-47,GGLD:en
http://images.google.com/imgres?imgurl=http://www.lifeorganizers.com/images/checklist/checklist.jpg&imgrefurl=http://www.lifeorganizers.com/checklist/monthly-checklists-jan2006.htm&h=146&w=150&sz=9&hl=en&sig2=vbloS4yev6p2r9MT-cQ3fA&start=3&tbnid=ZwIWDuGG6Z56FM:&tbnh=93&tbnw=96&ei=7SIbRdmPE4_yaL7alN4M&prev=/images?q=check+list&svnum=10&hl=en&lr=&rls=GGLD,GGLD:2005-47,GGLD:en


Security Investment in the wrong place



European Headquarters:  Amsterdam 

Security Innovation BV
ITO Building
Gustav Mahlerplein 54
1082 MA Amsterdam
The Netherlands

Ph:   +31 (0) 20 301 9150
amsterdam@securityinnovation.com

US Headquarters:  Boston 

Security Innovation, Inc.
187 Ballardvale Street
Suite A170
Wilmington, MA 01887
U.S.A.

Ph:   +1 978 694 1008
sales@securityinnovation.com

mailto:amsterdam@securityinnovation.com
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About Security Innovation (SI)

 Leading Application Security Solutions Firm, that delivers

 Professional Services (Risk Assessment and Risk Mitigation)

 Professional Education

 Tools & Guidance

– To ...

 Enterprise IT organizations

 Enterprise Software Development organizations

 Technology Vendors

– So Organizations can..

 Understand the security vulnerabilities in their software systems; and

 Incorporate security and manage risk throughout the Application 

Development and Management lifecycle.

Security Innovation has offices in Amsterdam, Boston, 

and Seattle, and widely-adopted security testing 

methodologies and education courses



Security Innovation Credentials and Expertise

Books we have written:

 ñInformation Security Management: Survival Guideò, Wiley 2008

 ñHow to Break Web Software,ò Addison Wesley 2006

 ñSoftware Vulnerability Guide,ò Charles River Media 2005

 ñHow to Break Software Security,ò Addison Wesley 2003

 ñHow to Break Software,ò Addison Wesley 2002

Conferences we speak at (sample):

 RSA Conference ïñBest of Conferenceò

 Gartner IT Security Summit ïtwo Analyst presentations

 80+ presentations/keynotes at RSA, Gartner, TechEd, STAR,, EuroSTAR, etcé 

 Corporate Symposium Keynotes  

- Fidelity Information Security Summit
- McAfee World-Wide Managerôs Meeting
- Mass Mutual Security Symposium
- AT&T Cyber Security Summit 
- Nationwide Insurance Testing Symposium

Publications/Media (sample):

 Columnist for CIO Update, Blogs on CSO Magazinewebsite 

 60+ interviews with Wall Street Journal, ABC News, Business Week,  Forbes, Fox News, CNN, 
Network World, Radio Netherlands, Washington Post, German National Television, CSO Magazine

 50+ articles for InformationWeek, ComputerWorld, CNET, CIO Update, Better Software, etcé.

 Editors of IEEE Security and Privacy Magazine, Better Software Magazine 



Application Security Solutions from SI

 Risk Assessment

– Deep Penetration Testing

– Design and Code Review

– Process Assessment

– Recurring Security Assessment

– Competitive Analysis

– Threat Modeling

– PCI Audits and Scans

– Holodeck Software Product

 Education

– Secure Code Development

– Security Testing Techniques

– Security Awareness

– How to Break Web Software

– eLearning Software Product

 Risk Mitigation

– Process and Policy Improvement

– PCI Readiness

– Tools and Technology 
Recommendation/Adoption Guidance

– TeamMentor Software Product

Assess

MitigateEducate

Consulting Service           Software Product



Some of SI’s Customers 

 62% are either Fortune 500 or Fortune Global 500

 30% are Fortune 100 ; 3 are Fortune 10

 80%+ are repeat customers 

file:\\Fra1w980\..\..\..\
http://www.bankersbank.com/main.asp
http://www.swift.com/


Product: TeamMentor

 Standards for Secure Development

ï Guides companies on how to 
develop secure applications 

ï Documents process for regulatory 
compliance

 Key Components

ï Security Encyclopedia

 ñJust in timeò reference guide

ï Attack Libraries and Examples

ï Content Authoring & Commenting

 Add corporate rules, policies, etc.

 License Options

ï Site -wide license, which includes 
engine, content for Java & Web, 
authoring tool, and support

ï Subscription license (per user per 
month charge)

See online demo videos

http://www.securityinnovation.com/products/team-mentor/tour.shtml


Product:  eLearning software titles

 Recommended Courses

ï Creating Secure Code, Java/Web

ï How to Break Software Security

ï Information Security Awareness

 Complete Self -paced Course

ï 14 hours of content

ï Labs and Self -Tests

ï Broad Content: from introductory 
to deep technical content

 License Options

ï Site -wide purchase

ï Per user purchase

ï Subscription license 
(per user per month charge)

See online demo videos

http://www.securityinnovation.com/e-learning/Demo/start.htm


Product: Holodeck

 Fault Injection and Fuzz Testing

 Advanced Fault Simulation 

ï File and Network Fuzzing

ï Dependency Attacks

ï Design Attacks

ï UI Attacks

ï API Monitoring

 Maps to 4 key tenets of Microsoft 
Security Development Lifecycle

download 15 -day trail version

online  ñhow toôsò and resources

http://www.securityinnovation.com/download.asp
http://www.securityinnovation.com/download.asp
http://www.securityinnovation.com/download.asp
http://www.securityinnovation.com/holodeck/learn.shtml
http://www.securityinnovation.com/holodeck/learn.shtml
http://www.securityinnovation.com/holodeck/learn.shtml

