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instead of 5 above

There is a specific known solution of this curve. We’ll discuss
this later.
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You probably are familiar with hash functions because they’re used
in password protection.

A good hash function has these properties:

Is difficult/impossible to undo
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output

The number of outputs must be large enough that a table of
the outputs can’t be constructed.

In the case of SHA256 there are 2256 outputs.
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Hash functions: RIPEMD160
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Public, private keys, and addresses

Remember that the elliptic curve protocol chooses a special
point of the curve. I’ll call this point E .

A private key is a number.

The public key associated to a private key is E added to itself
that number of times.

The address associated to the key is the RIPEMD160 hash of
the SHA256 hash of the public key.

An address, 1L5rFEcJUix2b9q6u2n7yqyLEzSxYhB4a1, is a
base 58 encoding of that hash. Always with a 1 at the
beginning.
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It is possible to prove you know the private key associated to a
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We can use our elliptic curve to construct a Digital signature
algorithm.

A random number is needed to construct a signature.

In bitcoin a transaction, to spend from an address requires a
signature by the corresponding private key.

A transaction can draw from one or more unspent inputs. If it
draws from one or more addresses, then multiple signatures
are needed.

A transaction can have one or more outputs.

An input must be spent in full. Any amount that is too much
can be sent back to an address owned by the spender.
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A transaction could include a fee by making the outputs less
than the inputs.
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If a signature is known:

If the random number picked for a signature is used twice
then we can solve for the private key. (Android)
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then a lattice decent algorithm may provide the private key.

Poulakis, Dimitrios, Some Lattice Attacks on DSA and ECDSA,
Applicable Algebra in Engineering Communication and Computing,
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If two signatures are known this method becomes more
robust.
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The block is broadcast to other nodes which verify the block
as valid.

The bitcoins out of a block is 25 more than what goes in.
(This has changed and will change.)
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How does a miner “approve” a block?

A miner approves a block by hashing the block and a random
number, called a nonce, together.

If the resulting hash is small enough the block is accepted by
the network.

The network will adjust the difficulty in order to target one
block every 10 minutes.

The “small enough” threshold gets smaller when more
computers join the network. This makes the network more
secure as it is harder to approve a block.

Finding a good nonce is called finding a block.
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What if there is a quantum attack on ECDSA. Larger fields
won’t be much help.

The current protocol is resistant to an ECDSA attack because
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